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Two Day Workshop 0n
c'Knowing Cyber Attack -Adopting Honeynet"

Under project
"lmplementation of Distributed Honeynet System at N.E to collect, distribute and

PROGRAM SCHEDULE

DAY 1: 06/03/2018

S.No Topics Speaker Time Duration
1 Registration for workshop 9:30AM -

10:00 AM

30 Min

2 t n a u s u rat i o.!==&,,,.,S,Ye of N.E Honeynet Guest of Honor 10:00AM -

10:30 AM

30 Min

a
J 10:30AM -

1L:00 AM

30 Min
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8 Interaction 2:30 PM -
2:45 PM

15 Min.

9 Honeynet Technology Overview
o Honeypots & its types.
o Issues related to Deployment,

Operations & Management,
Distributed Honeynet System, Value
Honeynet adds in Network security .

2:45 PM -

3:30 PM

1.00 Hr

10 Tea Break 3:30 PM -
4:00 PM

30 Min

11 Catching attackers using 4:00 PM - 1.00 Hr
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Honeypots\Honeynet
Brief Overview:

o Honeypot Tools and techniques for
"Attack Data collection".

o Demonstration with Hands on :

(audience expected to bring Laptop

1) Dionaea
2) Honeyd

o Network Traffic Analysis, PCAP
Analysis, TCP DumP analYsis
(Wireshark).

Network Attacks and their Analysis
Brief overview:

a network services

, Heap spray,
analysis

5:00 PM

S.No T Durat
ron

1 W& 9:38' M-10:30 AM thr
2 Tea Break 10:30 AM-11:00 AM 30

Min
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')3 Sa6
o Why Sandbox
o Cuckoo Sandbox
o Binary Analysis

Demonstration

.t't.d

Lunch Break 1:00 PM -2:00 PM thr

J Demo Session
o Installation & Conf,rguration of

Honeynet Node
o Demonstration of Web GUI

CyberView System

2:00 PM -4:00 PM 2Hr

Feedbacks & Information5
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_ wort<shop on Knowing Cyber Attack Adopting Honeynet
Department of computer scierce and Engineeriag, Tezpur Giversitli Assam
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Photographs of Workshop on Knowing Cyber Attach Adopting Honeynet

PhotoL: lnauguration speech by Prof' N Sarma, TU

Photo2: R. Sehgal, Joint Director, CDAC Mohali delivering Lecture
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Photol: Prof. S. Nandi, llTG delivering Lecture

#
Photo4: Participants during the event
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