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Abstract— Cloud computing is a new paradigm in computing that 

delivers pay per use resources as services. Right after the advent 

of cloud computing, widespread acceptance is witnessed. But 

issues of trust and security became the primary concern of cloud 

service users, hindering the cloud adoption. Different trust 

management systems are being proposed based on feedback from 

cloud service consumers. Now, trust datasets, based on cloud 

service users' feedback are available for research. In this paper, 

we use unsupervised learning method to cluster unlabeled trust 

data into trustworthy and non-trustworthy cloud service 

providers. Experimental results and validations of the proposed 

algorithm, using different cluster indices with two synthetic and 

two real-life trust datasets exhibits favourable performance. 

Keywords- Cloud computing; Trust; Unsupervised Learning; 

Clustering; Correlation Measure 

I.  INTRODUCTION 

Cloud computing is a new paradigm of computing. [1] 
defines cloud computing as a system, where the resources of a 
data center are shared using virtualization technology, which 
also provide elastic, on-demand and instant services to its 
customers and charges customer usage as utility bill. According 
to [2], cloud computing provide virtualization-based services 
and applications operating on distributed network. Because of 
imperative characteristics like on-demand service, rapid 
elasticity, pay per service, etc., cloud computing is adopted by 
many organizations. Cloud Computing today, is being favoured 
for use of mobile devices to remotely execute services on clouds 
with reduced energy consumption [3] and also is becoming a 
paramount scientific application platform [4]. 

Even though there are many lucrative features of cloud, it 
still faces hurdles to adoption, growth, policy and business [5], 
[6]. Though cloud is gaining popularity for its dynamic 
capabilities and business benefits but trust on Cloud Service 
Providers (CSPs) by potential Cloud Service Consumers (CSCs) 
is a great concern. Questions about the trustworthiness of CSPs 
by large institution managers and stakeholders of information 
technology companies has perilously affected the cloud 
migration [7]. CSCs fear to give away their sensitive data to 
providers whom they cannot trust [8], [9]. Also, multi-tenant 

                                                           
www.cloudcommons.com  

environment of cloud engender complex trust issues. Largely, 
users take into account of perceived security or trust while 
deciding whether or not to adopt new information technologies 
and services [10] and cloud computing being perceived as new 
[11], is also affected. Due to the lack of resource control, 
transparency, service level agreement, portability, performance, 
customer support, privacy [12] and hazy security assurance, 
CSCs hesitate to trust CSPs. Phaphoom et al. [13] in their survey, 
discuss some major technical barriers to cloud adoption. [14] 
with respect to cloud storage believe that CSPs cannot be trusted 
as they might hide data loss incidents to sustain reputation. Also, 
composition of Cloud infrastructure is often imperceptible for 
CSCs [15]. A substantial amount of research have been carried 
out for trust management in cloud in recent years. In the present 
scenario, the paramount concern for enterprises is the problem 
related to trust in cloud computing [16]. 

Trust can be built based on past experiences and feedbacks 
of prospective CSPs from consumers and also various other 
CSPs. CSCs' feedbacks can ensure the dependability of cloud 
resources [17]. Habib et al. [18] believe CSPs should be 
evaluated based on fine-grained QoS parameters together with 
CSCs’ feedbacks, recommendations, and further specific 
parameters related to the cloud computing environment. Indeed, 
user's feedbacks rating proves as a good way to adjudge 
reputability. Eventually, Cloud Commons1 intents to combine 
consumer feedbacks with technical measurements for assessing 
and comparing the trustworthiness of cloud providers [19]. All 
these suggests a publicly available cloud dataset. Noor et al. [20] 
feel the need of publicly available cloud service dataset for use 
in cloud computing research. 

Dataset is mostly used in training and evaluating new 
systems. Verification of publication, longitudinal research, 
interdisciplinary use of data and valorization are the factors 
which describes the importance of dataset [21]. For these reasons 
researchers use either their own methods to build trust datasets 
or use datasets from available sources though all of them being 
unlabeled data. Unsupervised learning is regarded apt for finding 
concealed structure in unlabeled data. 
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In this paper, we introduce a data-driven learning approach 
to selection of trustworthy CSPs using unlabeled feedback 
dataset. After aggregating different feedbacks from CSCs of 
respective CSPs into single object, we label them accordingly 
with user defined thresholds and then those single objects of 
CSPs are grouped to their corresponding clusters. 

The basic outline of this paper is as follows. Section 2 
provides a brief overview of the related works. We present our 
motivation in section 3 and the problem definition in section 4. 
Then, section 5 comprises of description of the proposed 
method. Section 6 discusses the experiments and results of the 
proposed clustering algorithm used to cluster the dataset. 
Finally, we summarize and conclude in section 7. 

II. RELATED WORK 

Various methods of trust management for cloud, based on 

feedback ratings have been introduced in the recent past. In 

[17], a resource broker for cloud resources is being used to 

evaluate the resources' trustworthiness by taking into account 

the security levels, user's feedback values and the performance 

criteria. A distributed framework that helps a CSC in assigning 

weight to feedbacks of different raters of prospective CSPs for 

accurate and fair assessment of service reputation is presented 

in [22]. But eventually, their model might face problem with the 

increase in size of feedback repository. Trust model named 

Application-oriented Remote Verification Trust Model 

(ARVTM) [23], dynamically alters the users’ trust value to 

guarantee the security of information resources with the trust 

feedback mechanism to determine whether to or not to provide 

the requested resource or service. The trust collection part of 

these models consist of credential database and application 

information database. A new trust management architecture by 

Muchahari et al. [24], uses credible feedbacks of CSCs and 

CSPs to calculate trust level from a repository. 

 

Noor et al. [25] introduce distributively managed trust 

feedbacks, collected from CSCs for their method. The proposed 

trust management method of Chong et al. [26], make use of 

feedbacks ratings acquired from trading partners after the 

fruitful completion of the transaction. User feedbacks have also 

been used in cloud for privacy management [27]. 

 

But most of the work emphasize on the issue of credibility of 

the feedbacks. Feedbacks repository is obvious to increase in 

view of the current trend of cloud computing growth. Dealing 

with different parameters or attributes of cloud trust is also 

necessary. Clustering approach can be used to address issues in 

multivariate trust analysis in cloud computing. To the best of 

our knowledge, nobody has tried to apply clustering on cloud 

feedbacks trust data. 

 

III. MOTIVATION 

In a dynamic and risky environment like cloud, trust though 

a human notion, plays a mandatory role [28]. Number of CSPs 

with varying offers are increasing, making the selection of a 

reliable provider a daunting task. But despite the benefits of 

trust management, considerable issues related to general trust 

assessment mechanisms, distrusted feedbacks, poor 

identification of feedbacks, privacy of participants and the lack 

of feedbacks integration still need to be addressed [29]. 

 

Feedback-based datasets usually contain numeric ratings 

given by users on some items or services from past experiences. 

Trust values can be calculated as cumulative or average results 

of these user ratings. But this type of calculation can become 

prey to non-legitimate and insufficient feedbacks. Increasing 

number of CSPs and CSCs will increase the number of 

feedbacks, increasing the size and complexity of dataset. To 

overcome such an issue, we need an effective mechanism to 

calculate trust value from the feedbacks ratings. 

 

Unsupervised method seems apt for differentiating between 

trustworthy and untrustworthy CSPs from those dataset. Cluster 

analysis, an unsupervised learning method is for grouping 

objects of similar kind into their respective group. Clustering 

algorithms are for revealing effective but unknown classes of 

items, in other words it deals with finding meaningful structure 

in a compilation of unlabeled data. Clustering is necessary when 

no labeled data are available regardless of whether the data are 

binary, categorical, numerical, interval, ordinal, relational, 

textual, spatial, temporal, spatio-temporal, image, multimedia, 

or mixtures of the above data types [30]. Clustering techniques 

have been used in improving recommendation accuracy in 

social networks [31]. Gupta et al. [32] applied cluster-based 

methods for web trust scrutiny. Similar work can be seen in 

[33]. Pitsilis et al. [34] in their paper through experiments using 

clustering algorithms revealed that the trust information which 

people express explicitly for the people they know can be useful 

for improving the accuracy of their recommendations. In [35], 

a clustering approach is proposed and studied in two application 

scenarios: academic venue recommendation based on 

collaboration information and trust-based recommendation. 

Now unlabeled trust dataset being available motivates us to 

propose an unsupervised method to cluster similar trust valued 

CSPs based on consumers' feedbacks. Moreover different 

correlation measures can be used to group CSPs having similar 

feedback rating values. It is possible that the rating values for 

different parameters of a CSP might have identical values. If we 

compute correlation between any two objects where one object 

contains identical values and the other object contains non-

identical values then the widely used correlation measures like 

Pearson [36], Spearmen [37] and Kendall [38] may yield 

undefined correlation value as the example shown in Table 1. 

In such a situation clustering methods cannot work efficiently. 

To overcome this correlation based clustering problem, we 

proposed a new correlation measure called Mdev that handles the 

undefined correlation values. Effective handling of voluminous 

trust data accumulated over time without prior knowledge to 

support trustworthy CSP selection is the main motivation of this 

work. 
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Table 1: Comparison of Mdev, Pearson, Spearman and Kendall 

Correlation 

 
 

IV. PROBLEM DEFINITION 

Feedback ratings of different trust parameters on CSPs given 

by CSCs are not enough to make the right selection. The task 

becomes more difficult with the increasing size and complexity 

of label devoid datasets. A data-driven approach should be 

suitable in making decisions for selection of trustworthy CSPs. 

Clustering approach can be applied when no labeled data are 

available. In feedback-based trustworthy CSP selection, the 

problem is to identify two or more clusters from a given 

dataset 𝐷 = {𝑂1, 𝑂2, 𝑂3, … , 𝑛} . An object 𝑂𝑖 ∈ 𝐷; ∀𝑖 =
1, 2, 3, … 𝑛, consist of m numbers of trust parameters that is 

𝑂𝑖 = {𝑃1, 𝑃2, 𝑃3, … 𝑃𝑚}  where each parameter 𝑃𝑗;  ∀𝑗 =

1, 2, 3, … , 𝑚 represents feedbacks of CSPs. We divide D into k 

number of clusters 𝐶1, 𝐶2, … , 𝐶𝑘  to represent trust levels 

{Trustworthy, Untrustworthy …}. The objective is to develop 

a trustworthy CSP selection method using unsupervised 

learning approach to achieve best possible selection. 

V. PROPOSED METHOD 

A partitional clustering algorithm [39], named Min-Max 

Head (MMH) clustering is proposed to group different objects 

based on closeness to the dynamically calculated cluster heads. 

A new correlation measure called Mean-Dev Mdev Correlation 

is used to compute the closeness between a cluster head and an 

object. As the dataset consists of several feedback ratings for 

each CSP, we introduce an algorithm called Feedback Rating 

Aggregation (FRA) to aggregate the feedbacks of each CSPs, 

form single object for the respective CSPs and label them with 

respect to a user defined threshold. We have an Initial Cluster 

Head Computation (ICHC) algorithm for generating the initial 

cluster heads with which the very first object is compared for 

clustering using MMH algorithm for trustworthiness. The 

required number of initial cluster heads will be equal to the 

number of clusters to be formed. We keep fixed maximum and 

minimum parameter values and compute the evenly distributed 

mean values to form the remaining in between cluster heads. 

The framework of the proposed method is shown in Figure 1. 

To describe the different algorithms, we use symbols as shown 

in Table 2. 

 

 
Figure 1: Proposed Framework 
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Table 2: Symbol table 

Symbol Meaning 

D Dataset 

k Number of clusters 

n Total number of objects of D 

IHk k number of initial class heads 

Dai ith attribute of D 

Oi  Objects from D where i = 1, 2, …n 

Ck  kth number of clusters 

CVk  Correlation of (Oi; IHk) for kth cluster 

Cm  Mean of objects in cluster C 

CHk  kth cluster head 

 

 

A. Mdev Correlation 

The feedback rating values of any rating datasets are 
generally within the range 1-5, 1-7 or 1-10, which is small. Due 
to small range the possibility of having identical feedback rating 
value for all the parameter is high. So, we need an effective and 
precise correlation measure to identify the highly correlated 
objects that have subtle difference among the parameter values. 
We propose an effective correlation measure that computes the 
number of exactly matching pair of parameter values and the 
deviation of each pair of parameter values from the mean value 
of their respective objects. To correlate any object and the cluster 
heads, we separate similar and dissimilar parameter values and 
calculate the deviation of the dissimilar values from mean then 
add it to the similar values using equation (1). 

𝑀𝑑𝑒𝑣(𝑎, 𝑏) = {

1, 𝑖𝑓 𝑆𝑎𝑏 = 0

|
𝑆𝑡

𝑁𝑝
+ (

𝑆𝑎𝑏

(𝑁𝑝 − 𝑆𝑡) × 𝑀𝑎𝑏

)| ,  𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
 

(1) 

 

𝑆𝑎𝑏 = ∑(|𝑎𝑖 − 𝑏𝑖|)

𝑛

𝑖=1

 
(2) 

 

𝑀𝑎𝑏 = ∑(|𝑚𝑎 − 𝑎𝑖| + |𝑚𝑏 − 𝑏𝑖|)

𝑛

𝑖=1

    
(3) 

 

where, ai and bi are the ith parameter value of objects a and 
b respectively for n number of parameters. ma and mb are the 
mean of parameter values of a and b respectively. Np is the 
number of parameters of an object and St is the number of 
common parameter values for both a and b. Sab is the sum of 
absolute L1 distance of every pair of object and Mab total of sum 
of absolute difference between means and two respective objects 
given by equation (2) and (3) respectively. 

1) Properties of Mdev: The proposed correlation measure 
satisfies the following properties. 

a) Identity: The Mdev correlation between two 
identical objects is always 1 i.e., 𝑀𝑑𝑒𝑣(𝑎, 𝑎) =
1 𝑎𝑛𝑑 𝑀𝑑𝑒𝑣(𝑏, 𝑏) = 1 

Proof: We know, 

 𝑆𝑎𝑎 = ∑ (|𝑎𝑖 − 𝑎𝑖|) = 0𝑛
𝑖=1  

 

Similarly, 

 𝑆𝑏𝑏 = 0 

 

Hence, 

 𝑀𝑑𝑒𝑣(𝑎, 𝑎) = 1 𝑎𝑛𝑑 𝑀𝑑𝑒𝑣(𝑏, 𝑏) = 1 

 

b) Limit: The Mdev correlation value range from 0 to 
1. 

Proof: Equation |
𝑆𝑡

𝑁𝑝
+ (

𝑆𝑎𝑏

(𝑁𝑝−𝑆𝑡)×𝑀𝑎𝑏
)| , being 

absolute will be always positive (or zero). So, 

  

|
𝑆𝑡

𝑁𝑝
+ (

𝑆𝑎𝑏

(𝑁𝑝 − 𝑆𝑡) × 𝑀𝑎𝑏

)| ≥ 0 

 

If 𝑎 = 𝑏 𝑡ℎ𝑒𝑛 𝑆𝑎𝑏 ℎ𝑒𝑛𝑐𝑒,
𝑆𝑎𝑏

(𝑁𝑝−𝑆𝑡)×𝑀𝑎𝑏
= 0 

So, 
𝑆𝑡

𝑁𝑝
= 1 

Therefore, Mdev correlation value range from 0 to 
1. 

 

c) Non-negativity: The Mdev correlation yields 
positive correlation values. 

Proof: In equation|
𝑆𝑡

𝑁𝑝
+ (

𝑆𝑎𝑏

(𝑁𝑝−𝑆𝑡)×𝑀𝑎𝑏
)|, St and Np 

cannot be negative but the value of Sab and Mab can 
be negative. As, we have taken the absolute value 
for both Sab and Mab, so they will be always 
positive. Hence,  

|
𝑆𝑡

𝑁𝑝
+ (

𝑆𝑎𝑏

(𝑁𝑝 − 𝑆𝑡) × 𝑀𝑎𝑏

)| ≥ 0 

 

d) Symmetricity: For any two objects a and b, 
𝑀𝑑𝑒𝑣(𝑎, 𝑏) = 𝑀𝑑𝑒𝑣(𝑏, 𝑎) 

Proof: For any two objects a and b,  

𝑆𝑎𝑏 = ∑(|𝑎𝑖 − 𝑏𝑖|)

𝑛

𝑖=1

= ∑(|𝑏𝑖 − 𝑎𝑖|)

𝑛

𝑖=1

= 𝑆𝑏𝑎 
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Similarly, 

𝑀𝑎𝑏 = ∑(|𝑚𝑎 − 𝑎𝑖| + |𝑚𝑏 − 𝑏𝑖|)

𝑛

𝑖=1

= ∑(|𝑚𝑏 + 𝑏𝑖| + |𝑚𝑎 − 𝑎𝑖|)

𝑛

𝑖=1

= 𝑀𝑏𝑎 

 
 

So,  

𝑀𝑑𝑒𝑣(𝑎, 𝑏) = 1, 𝑖𝑓 𝑆𝑎𝑏 = 0 

𝑀𝑑𝑒𝑣(𝑏, 𝑎) = 1, 𝑖𝑓 𝑆𝑏𝑎 = 0 

 

Since, 𝑆𝑎𝑏 = 𝑆𝑏𝑎 ≠ 0 

 𝑀𝑎𝑏 = 𝑀𝑏𝑎 ≠ 0 

 

Hence, 𝑀𝑑𝑒𝑣(𝑎, 𝑏) = 𝑀𝑑𝑒𝑣(𝑏, 𝑎) 

 

e) Triangular Inequality: For any three objects a, b 
and c,  to prove that  

|𝑀𝑑𝑒𝑣(𝑎, 𝑏)| ≤ |𝑀𝑑𝑒𝑣(𝑎, 𝑐)| + |𝑀𝑑𝑒𝑣(𝑏, 𝑐)| 

Proof: For generality, we consider the following 
three cases: 

i. Case 1: Mdev (a, b), Mdev (a, c) and Mdev (b, c) 
are all positive. 

ii. Case 2: Mdev(a, b), Mdev(a, c) and Mdev(b, c) 
are all negative 

iii. Case 3: Either of Mdev(a, b), Mdev(a, c) and 
Mdev(b, c) is negative and the others are 
negative 

i. Case 1:  

Since,  

𝑀𝑑𝑒𝑣(𝑎, 𝑏) > 0, 𝑀𝑑𝑒𝑣(𝑎, 𝑐) > 0,
𝑀𝑑𝑒𝑣( 𝑏, 𝑐) > 0 

 

So,  

𝑆𝑎𝑏 > 0, 𝑀𝑎𝑏 > 0; 𝑆𝑎𝑐 > 0, 𝑀𝑎𝑐 > 0; 𝑆𝑏𝑐 > 𝑀𝑏𝑐 

 

And,  

 (𝑀𝑑𝑒𝑣(𝑎, 𝑐) + 𝑀𝑑𝑒𝑣(𝑏, 𝑐)) > 0 

Hence, 

|𝑀𝑑𝑒𝑣(𝑎, 𝑏)| < |𝑀𝑑𝑒𝑣(𝑎, 𝑐) + 𝑀𝑑𝑒𝑣(𝑏, 𝑐)| 

 

ii. Case 2 

Since,  

𝑀𝑑𝑒𝑣(𝑎, 𝑏) < 0, 𝑀𝑑𝑒𝑣(𝑎, 𝑐) < 0,
𝑀𝑑𝑒𝑣( 𝑏, 𝑐) < 0 

  So,   

𝑆𝑎𝑏 < 0, 𝑀𝑎𝑏 < 0; 𝑆𝑎𝑐 < 0, 𝑀𝑎𝑐 < 0; 𝑆𝑏𝑐 < 𝑀𝑏𝑐 

 

And  

𝑀𝑑𝑒𝑣(𝑎, 𝑏) < 0; (𝑀𝑑𝑒𝑣(𝑎, 𝑐) + 𝑀𝑑𝑒𝑣(𝑏, 𝑐)) ≤ 0 

 

Therefore,   

|𝑀𝑑𝑒𝑣(𝑎, 𝑏)| ≤ |𝑀𝑑𝑒𝑣(𝑎, 𝑐) + 𝑀𝑑𝑒𝑣(𝑏, 𝑐)| 

 

iii. Case 3: 

Let,  

𝑀𝑑𝑒𝑣(𝑎, 𝑏) > 0, 𝑀𝑑𝑒𝑣(𝑎, 𝑐) < 0,
𝑀𝑑𝑒𝑣( 𝑏, 𝑐) > 0 

So, 

𝑆𝑎𝑏 > 0, 𝑀𝑎𝑏 > 0; 𝑆𝑎𝑐 < 0, 𝑀𝑎𝑐 < 0; 𝑆𝑏𝑐

> 0, 𝑀𝑏𝑐 > 0 

And, 

(𝑀𝑑𝑒𝑣(𝑎, 𝑐) + 𝑀𝑑𝑒𝑣(𝑏, 𝑐)) ≥ 0 

 

Therefore, 

|𝑀𝑑𝑒𝑣(𝑎, 𝑏)| ≤ |𝑀𝑑𝑒𝑣(𝑎, 𝑐) + 𝑀𝑑𝑒𝑣(𝑏, 𝑐)| 

 

Similarly, for either two objects being 
negative, we can say that 

|𝑀𝑑𝑒𝑣(𝑎, 𝑏)| < |𝑀𝑑𝑒𝑣(𝑎, 𝑐) + 𝑀𝑑𝑒𝑣(𝑏, 𝑐)| 

   

B. FRA Algorithm 

The main purpose of FRA algorithm is to aggregate the 
multiple feedback ratings from CSCs for different CSPs. There 
are multiple feedbacks for n unique CSPs in dataset D. Prior to 
clustering of n CSPs, we aggregated those feedbacks into single 
object and labelled them based on a user-defined thresholds θ to 
form dataset Da. Threshold θ can be any rating value from the 
dataset Da. We compute M, which is the sum of maximum 
number of occurrence of all unique parameter Pj values divided 
by total number of parameters m. To label the CSPs, we consider 
the value of θ=1 to represent a trustworthy CSP and the value of 
θ=2 as untrustworthy. Labels can be more in numbers with 
respect to θ. 
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C. ICHC Algorithm 

ICHC algorithm is meant for computation of initial cluster 

heads. The maximum and the minimum value of all the 

feedback ratings m of ith attribute of dataset D is taken as 

respectively the first IH1 and the last IHk heads. Number of 

cluster IHk is equal to the number of cluster k. Depending on k, 

if the number is more than two then the in-between value 

becomes the intermediate head(s). 

 

 
 

D. MMH Clustering Algorithm 

In MMH clustering, correlation values are calculated 

between every object of the dataset and the cluster heads. 

Generated initial cluster heads IHk is compared with the very 

first CSP object to group into k clusters. Every object Oi having 

maximum correlation value CVk is put to their respective 

clusters Ck. After successive iterations, cluster heads CHk are 

updated by the mean values Cm of the corresponding cluster. If 

correlation value is similar, 𝐶𝑉𝑗 = 𝐶𝑉𝑗+1 then Euclidean 

distance is calculated and objects are put accordingly in their 

appropriate clusters based on minimum Euclidean distance. 

 

                                                           
2 http://www.epinions.com 

3 http://ciao.co.uk 

 

 

E. Complexity Analysis 

The overall complexity of the proposed method is computed 

from the computational steps of MMH clustering and ICHC 

algorithm. The ICHC algorithm 𝑂(𝑛)  times to determine k 

cluster heads from n objects of D. Similarly, MMH algorithm 

takes 𝑂(𝑛 × 𝑘)  times to generate the final k clusters. As 

𝑂(𝑛) + 𝑂(𝑛 × 𝑘) ≅ 𝑂(𝑛 × 𝑘)  and hence, the overall 

complexity of the proposed method is 𝑂(𝑛 × 𝑘). 

VI. EXPERIMENTS AND RESULTS 

Experiments were carried out on a machine with 2.8GHz 
Intel i5 processor having 4GB main memory on 64bit Windows 
8.1 operating system. We implemented our algorithm using 
Matlab 2015a software. 

A. Dataset Used 

Cloud trust dataset for research are now available [40], [41]. 
For various trust and reputation models, datasets from Epinions2  
and Ciao3 are mostly used. Product review sites are capable of 
equipping the researchers with practical platform to study online 
trust [42]. We used two datasets namely Trust Feedbacks 
Dataset4  by “Cloud Armor Project” and “rating” taken from the 
well-known product review website Ciao. 

Trust Feedbacks Dataset by [43], was collected for their 
proposed ‘Cloud Armor trust management service’. The 
publicly available ‘Trust Feedbacks Dataset’ have 10,000+ 
feedbacks based on cloud Quality of Service(QoS) attributes, 
given by more than 7,000 anonymized consumers to 113 real-
world cloud services. The QoS attributes are availability, 

4 http://cs.adelaide.edu.au/~cloudarmor/ds.html 
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security, response time, accessibility, price, speed, storage 
space, features, ease of use, technical support, customer service 
and level of expertise where all of them are of numeric type 
ranging value from 0 to 5. 

In Ciao, users write reviews to rate items and establish trust 
networks with their like-minded users. “Rating” dataset of Ciao, 
also used in [44], [45] includes rating information with five 
columns like userid, productid, categoryid and rating. To mould 
the dataset according to our need, we considered userid as CSCs, 
productid as CSP, categoryid as cloud QoS attributes. We 
merged the rows with same userid and productid with different 
categoryid to form a single row of CSC, CSP and 28 different 
attributes. 

The statistics of the datasets are shown in Table 3. As both 
the datasets have some missing values for the QoS attributes, we 
put random value ranging from 1 to 5 values against those 
missing attribute values. 

Table 3: Statistics of Armor and Ciao dataset 

Armor Ciao 

No. of CSCs 7312 No. of users 7375 

No. of CSPs 117 No. of products 106797 

No. of QoS attributes 12 No. of category 28 

Rating range 0-5 Rating range 0-5 

 

For experimental purpose we used two synthetic dataset 
namely Synthetic 1 and Synthetic 2. Both Synthetic 1 and 
Synthetic 2 were generated using random integer number 
function in Matlab with rating value range of 1-3 and 1-5 
respectively. Statistics of both the synthetic datasets are given in 
Table 4 and the data distribution patterns are shown in Figure 2 
and Figure 3. 

Table 4: Statistics of synthetic dataset 

 Synthetic 1 Synthetic 2 

No. of CSCs 10080 20160 

No. of CSPs 120 235 

No. of QoS attributes 11 25 

Rating range 1-5 1-5 

 

 

 

 

Figure 2: Histogram of Synthetic 1 

 

 

Figure 3: Histogram of Synthetic 2 

 

B. Results 

The performance of our method is evaluated on two real 

world datasets, viz., ``Cloud Armor'', ``Ciao'' and two synthetic 

dataset “Synthetic 1”, “Synthetic 2”. 

Accuracy percentage is calculated by using equation (4) 

 
 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 𝑃𝑒𝑟𝑐𝑒𝑛𝑡𝑎𝑔𝑒 =
𝑆𝑐

𝑂𝑛
× 100 

(4) 

 

where Sc is the similarity count between actual and 

computed object levels and On is the total number of objects. 

 

The method uses a user defined threshold θ to differentiate 

between trustworthy and untrustworthy CSPs. With varying 

number of threshold, θ= {2, 2.5, 3, 3.5, 4} and for two number 

of clusters, we could get high accuracy rate of 84.61% when 

θ=2, 2.5 and 93.31% when θ=2, 2.5 respectively for both the 

dataset as shown in Table 5. 

 

Table 5: Accuracy result of Armor and Ciao 

Dataset No. of Cluster Threshold(θ) Accuracy 

(%) 

Armor 

2 2 84.61 

2 2.5 84.61 

2 3 83.76 

2 3.5 76.06 

2 4 51.28 

    

Ciao 

2 2 93.31 

2 2.5 93.31 

2 3 93.12 

2 3.5 47.81 

2 4 47.81 

 

 

For analysing the quality of clusters, different internal and 

external clustering indices such as Silhouette Index [46], 

Davies-Bouldin Index [47], Rand Index [48] and Jaccard Index 

[49] are considered. Indices shown in Figure 4 and Figure 5, 

indicates that the ``Cloud Armor'' sample is on or very close to 

the decision boundary between two neighboring clusters. With 

respect to internal indices, value of Silhouette is 0.36 and that 

of Davies-Bouldin index is 1.69 that suggests similar quality of 

two clusters against θ= {2, 2.5, 3, 3.5, 4}. For external indices, 
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maximum value of both Rand and Jaccard index is 0.73 

suggesting 2 clusters to be optimal for θ= {2, 2.5, 3}. 

 

Figure 4: Maximum of Silhouette and minimum of Davies-

Bouldin is best 

 

 

 
Figure 5: Maximum value for Rand and Jaccard is best 

 

As shown in Table 6, the synthetic dataset “Synthetic 1” 

shows 80.83% accuracy with threshold θ=2 for two clusters 

whereas “Synthetic 2” yields 100% accuracy for k=5 clusters in 

threshold range 4.5 < θ < 5. For “Synthetic 2”, all internal and 

external indices suggests 5 clusters as the optimal number as 

shown in Figure 6 and Figure 7. 

 

Table 6: Accuracy result of Synthetic 1 and Synthetic 2 

Dataset No. of cluster 
Threshold 

(θ) 

Accuracy 

(%) 

Synthetic 1 

2 2 80.83 

2 2.5 75.50 

2 3 56.66 

2 3.5 34.16 

2 4 20.00 

    

Synthetic 2 

2 1.5<θ<2.5 91.84 

2 2.5<θ<3.5 92.76 

2 3.5<θ<4.5 91.48 

2 4.5<θ<5 100.00 

 

 

 
Figure 6: Silhouette and Davies-Bouldin indices of Synthetic 2 

 

 

 
Figure 7: Rand and Jaccard indices of Synthetic 2 

 

C. Comparison of Clustering Algorithms 

The proposed algorithm is compared with k-means, Partitioning 
Around Medoids(PAM), Clustering Large Applications based 
upon Randomised Search (CLARANS), Hierarchical-Complete 
Linkage(H-CL) and Hierarchical-Average Linkage (H-AL) 
algorithm. The popularity and applicability are the reasons for 
selecting these algorithms. The accuracy of these three 
algorithms for k=2 and θ= {2, 2.5, 3, 3.5, 4} is given in Table 7. 
For “Cloud Armor”, MMH shows better accuracy in all the 
considered algorithms in most of the threshold values. Dataset 
“Synthetic 1” being right skewed, MMH shows better accuracy 
for θ= {2, 2.5}. 

Table 7: Comparison of MMH, k-means, PAM, CLARANS, H-

CL and H-AL algorithm using dataset Armor and Synthetic 1 
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D. Discussion 

The performance of the MMH clustering algorithm is found 
satisfactory on both real-life and synthetic datasets. The method 
groups the CSPs into multiple clusters based on the user defined 
threshold θ. From the experimental results, we observed that 
when the value of θ is between 2 to 3 then the method yields 
high accuracy for two number of clusters and the cluster with the 
maximum value of cluster head being the trustworthy cluster. 
All indices showed almost similar cluster quality and 
compactness in “Cloud Armor” dataset for different thresholds. 
Similar to the real datasets, on “Synthetic 1” the method gives 
high accuracy within the threshold range of 2 to 3. In case of 
“Synthetic 2”, if we consider two to five number of cluster then 
the method gives 100% accuracy for cluster five and the indices 
also suggests five as the optimal number of clusters. We may 
assume the five number of clusters to be “very untrustworthy”, 
“untrustworthy”, “moderate”, “trustworthy”, and “very 
trustworthy” as considered in [50]. The proposed Mdev 
correlation used in MMH algorithm yields preferred outcome. 
From the comparison of the proposed MMH algorithm with k-
means, PAM, CLARANS, H-CL and H-AL algorithm, we found 
that in most of the cases, our clustering approach gives better 
accuracy on “Cloud Armor” and “Synthetic 1” dataset. 

VII. CONCLUSION AND FUTURE WORK 

Trust is regarded as the prime obstacle for adoption and 
growth of cloud computing. CSCs’ experiences against each 
QoS parameter can be used to appraise the CSPs [51]. Feedback 
rating based trust management have been explored by many 
researchers. But increasing number of CSPs and CSCs have 
increased the number of feedbacks which escalated the size and 
complexity of dataset. In this paper, we present a new MMH 
clustering algorithm using Mdev correlation measure to aid 
selection of trustworthy CSPs using feedback ratings. The 
proposed FRA algorithm is used to aggregate the multiple 
feedback ratings from CSCs for different CSPs. The clusters are 
formed based on the correlation values with respect to cluster 
heads, initial cluster heads being computed by ICHC algorithm. 
Based on different user defined thresholds, we could derive 
satisfactory results in differentiating between trustworthy and 
untrustworthy CSPs. Clustering with MMH gives better result 
than well-known k-means, PAM, CLARANS and hierarchical 
algorithm. In future, we intent to come up with a better method 
for labelling the cloud trust data. 
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